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Chapter 1
Introduction

This document is a Hardware Developer’s Guide for the Smart Access Platform. NXP Semiconductors fully supports this platform.
The Hardware Developer Guide describes advanced system setup and debugging. It provides detailed information on the overall
design and usage of the Smart Access Platform from a hardware systems perspective as well as recommended optimization for
specific customer products.

1.1 Platform overview

The Smart Access platform is designed to provide a complete hardware and software reference for Smart Access/Lock
applications. The Smart Access platform integrates not only basic but also advanced smart lock control methods, such as
fingerprint, password, Matter, UWB, Face Recognition. It also provides an HMI interface and voice prompt function. The dedicated
NXP element provides security for the system.

The Smart Access platform features and functions lists the features and functions of the Smart Access platform.

The main functions and modules of the Smart Access platform shows the main functions and modules of the Smart
Access platform.

Table 1. The Smart Access platform features and functions

Feature Functions

+ Main access control, sensor aggregation
* HMI interface, voice prompt

Smart Access Main System Control
» Fingerprint matching algorithm

* Low-power management

* Matter over Thread
Matter Access Control
» Access control through App / Matter gateway

» Access control through UWB phone
UWB Access Control

Optional BLE wake-up

Based on the NXP SLN-VIZN3D-IOTturnkey solution

» 3D secure face recognition
Face Recognition Access Control

Optional 2D secure and low-cost face recognition

Optional video intercom through cloud

* NFC, BLE, pin pad access control
Others
+ Secure data management
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Figure 1. The main functions and modules of the Smart Access platform

The Smart Access platform consists of several boards, each of which communicates with the main board and receives commands
to perform its own independent function. These boards and the external modules were carefully selected to achieve optimum
performances, low-power capabilities, and competitive cost in production. The scalable platform showcases all NXP smart access

technologies and enables faster productization.
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SLN-VIZMN3D-IOT kit

¢ PINPAD board

» Main board

Figure 2. The Smart Access platform

1.2 Smart Access platform revision history

Revision A: Product launch

1.3 Smart Access platform contents

The Smart Access Platform is composed of the following items:
» The Wireless board
* The Main board

The PINPAD board

The SLN-VIZN3D-IOT kit

The FACECV board

.

» The fingerprint module

» Battery case and Lock

1.4 Smart Access platform design files

The schematics, layout files, and gerber files (including silkscreen) can be downloaded from the NXP Smart Access website. The
documentation and design files of the SLN-VIZN3D-IOT kit can be downloaded from the SLN-VIZN3D-IOT Product Support Page

on www.nxp.com/mcu_vision3d.
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Chapter 2
Main board

The main board based on LPC55S69 acts as a host MCU in the Smart Access Platform, it communicates with other boards to
control the door lock in various ways. The pictures of the main board are shown below.

LED x13
T4HC595PW
SWD connector
LPC55569
NCX2202GM
TLVS22DGK PIR Sensor

GD25Q32CSIG
Wireless Board Connector

Conversion Beard Connector

External power connecto

MFRCSE30 Touch Board Connector

Whag04

Speaker Connector Fingerprint Connector

Figure 3. The main board callout

2.1 LPC55S69 microcontroller

The LPC55S6x MCU family is part of the EdgeVerse™ edge computing platform and builds on the world’s first general-
purpose Cortex-M33-based microcontroller introduced with the LPC5500 series. This high-efficiency family leverages the new
Armv8-M architecture to introduce new levels of performance and advanced security capabilities including TrustZone-M and
coprocessor extensions.

The LPC55S69 includes an ARM Cortex-M33 coprocessor, CASPER Crypto/FFT engine, PowerQuad hardware accelerator
for DSP functions, up to 320 KB of on-chip SRAM, up to 640 KB on-chip flash, PRINCE module for on-the-fly flash encryption/
decryption, high-speed and full-speed USB host and device interface with the crystal-less operation for full-speed, SD/MMC/
SDIO interface, five general-purpose timers, one SCTimer/PWM, one RTC/alarm timer, one 24-bit Multi-Rate Timer (MRT), a
Windowed Watchdog Timer (WWDT), nine flexible serial communication peripherals (which can be configured as a USART,
SPI, high-speed SPI, 12C, or I12S interface), Programmable Logic Unit (PLU), one 16-bit 1.0 Msamples/sec ADC capable of
simultaneous conversions.

2.2 Memories

One 32 Mbit/4 MB serial SPI NOR flash memory GigaDevice GD25Q32C is connected to the LPC55S69 MCU through its
High-Speed SPI interface in standard SPI mode. This external memory stores audio files as well as other files.
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Main board
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Figure 4. GD25Q32C SPI NOR flash
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Table 2. GD25Q32C pin allocation in Smart Access platform

GD25Q32C pin LPC55S69 peripheral (pin) Schematic net name
SCLK PIO1_2 PIO1_2/FLASH_SCK_HS_SPI
CSs P100_20 P1O0_20/FLASH_SSELO_HS_SPI
SI_I00 PIO0_26 PIO0_26/FLASH_MOSI_HS_SPI
SO_lO1 PIO1_3 PIO1_3/FLASH_MISO_HS_SPI

2.3 Security

The main board embeds an NXP SE051H security element, which supports applet updates in the field and delivers proven security
certified to CC EAL 6+, with AVA_VAN.5 up to the OS level. It is connected to the LPC55S69 MCU through the 12C1 interface, as
well as a GPIO for Enable/Disable. It can be connected to the other two 12C1 pins of the LPC55S69 by modifying the circuit.

[5] PIO1_11/SE0S1H_I2C_SDA <)
[5.7,10] PIOO_13TOUCH_SDA_FC1  ¢(P)
151 PIOT_1/SEDSTH_I2C_CLK <<

[5] PIO1_14/SE0STH_EN <K

47K

V3
o

[57,10] PIOO_14TOUCH SCL FC1 Oy——e————— =

Figure 5. SE051H security element on the main board
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Table 3. SE051H pin allocation in Smart Access platform

Table continues on the next page...

SE051H pin LPC55S69 peripheral (pin) Schematic net name
ENA PIO1_14/ACMPO_D PIO1_14/SE051H_EN
I2C_SDA PIO1_11, PIO0_13 PIO1_11/SE051H_I2C_SDA,
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Table 3. SE051H pin allocation in Smart Access platform (continued)

Main board

SE051H pin LPC55S69 peripheral (pin) Schematic net name
PIO0_13/TOUCH_SDA_FC1
PIO1_10/SE051H_I2C_CLK,
I2C_SCL PIO1_10, PIO0_14
PIO0_14/TOUCH_SCL_FC1

24 NFC

An NFC reader NXP MFRC630, a high-performance frontend supporting the Read/Write mode for ISO/IEC 14443A, MIFARE, and
NTAG products, is connected to the LPC55S69 MCU through an SPI3 interface and two GPIOs. The LPC55S69 can pull up/down
one GPIO to enable/disable MFRC630 and receive an interrupt from the other GP1O. The NFC antenna is on the PINPAD board,
it is connected to the main board through connector J5. This part is used for touchless access control.
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o

Figure 6. The NFC reader
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Table 4. The NFC pin allocation in Smart Access platform

MFRC630 pin LPC55S69 peripheral (pin) Schematic net name
PDOWN PIO0_16/ADCO0_8 PIO0_16/NFC_PD
IFO PIO0_3/TCK PIO0_3/NFC_FP_MOSI_FC3
IF1 PIO0_6/TDO PIO0_6/NFC_FP_SCK_FC3
IF2 PIO0_2/TRST PIO0_2/NFC_FP_MISO_FC3
IF3 PIO0_4/TMS PIO0_4/NFC_SSELO_FC3
IRQ PIO1_0/ADCO_11 PIO1_0/NFC_INT
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Main board

2.5 Audio

The main board comes pre-assembled with a high-performance, ultra-low-power stereo codec Cirrus Logic WM8904. It converts
the audio file stored in the external flash into an analog signal and outputs it to the speaker to realize the voice prompt function.
The WM8904 codec is controlled by LPC55S69 MCU through the 12C1 interface, and it receives audio digital signal through the

12S interface. J7 is a connector for the speaker. The schematic of the audio codec WM8904 is shown below.

SPEAKER_3V3

Figure 7. The schematic of audio codec WM8904
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Table 5. The audio codec WM8904 pin allocation in Smart Access platform

WM8904 pin LPC55S69 peripheral (pin) Schematic net name
SDA PIO0_13 P1O0_13/TOUCH_SDA _FC1
SCLK P1O0_14 P1O0_14/TOUCH_SCL_FC1
BCLK/GPIO4 PIO1_12 PIO1_12/SPK_I2S_SCK_FC6
DACDAT PIO1_13 PIO1_13/SPK_I2S_DATA_FC6
MCLK PIO1_31 PIO1_31/SPK_I2S_MCLK_FC6
LRCLK PIO1_16 PIO1_16/SPK_I2S_WS_FC6

2.6 PIR sensor

To meet the low power consumption requirements of some applications such as Smart Lock/Access, a PIR sensor Murata
IRA-S210ST01 is embedded on the main board. The PIR signal is amplified, filtered, and translated to a digital signal to be used
as an awake up source for the LPC55S69 MCU. The schematic of the PIR sensor is shown below.
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Main board
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Figure 8. The schematic of the PIR sensor
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Table 6. The PIR sensor pin allocation in Smart Access platform

PIR sensor

LPC55S69 peripheral (pin)

Schematic net name

PIR

PIO1_18/WAKUP

PIO1_18/WAKE

2.7 LEDs

The main board embeds 13 LEDs, which are connected to two 8-bit serial-in/serial or parallel-out shift register Nexperia
74HC595PW. These LEDs provide backlighting for the buttons on the touch panel. The LPC55S69 MCU switches the LEDs on
and off by sending commands to the 74HC595PW.
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Figure 9. The schematic of LEDs and 74HC595PW
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Main board
Table 7. The 74HC595PW pin allocation in Smart Access platform
74HC595PW(1) LPC55S69 peripheral (pin) Schematic net name
DS PIO0_27 PIO0_27/BL_DS_MOSI_FC7
SHCP P1O0_21 PIO0_21/BL_SHCP_SCK_FC7
STCP P1O0_22 PIO0_22/BL_STCP
OE PIO1_6 PIO1_6/BL_OE
74HC595PW(2) LPC55S69 peripheral (pin) Schematic net name
DS - -
SHCP P100_21 P1O0_21/BL_SHCP_SCK_FC7
STCP P100_22 P1O0_22/BL_STCP
OE PIO1_6 P1O1_6/BL_OE

2.8 Power circuitry

The main board can be powered from two distinct sources:
» The external connector
» The wireless board connector

Main board can be powered directly by an external power source through connector J1. J4 is a connector for the wireless board.
The power supply can be provided by the wireless board. The input range of the power source is 1.8 V-8 V.

There are three LR6232B33M voltage regulators on the main board, one is used to provide 3.3 V to MCU and other components,
The remaining two are used to provide 3.3 V and 1.8 V to the WM8904. The PIO0_15 pin of LCP55S69 can control these two
LR6232B33M voltage regulators to Enable/Disable.

A 10 megohm resistor and a 5.1 megohm resistor divide the voltage from the wireless board and connect to the ADC pin of the
LPC55S69, therefore detecting the magnitude of the input voltage. A P-Channel MOSFET which is controlled by LPC55S69 MCU
is used to control the switching of the LEDs.

The schematic of power circuitry is shown below.
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Main board
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Figure 10. The schematic of power circuitry on the main board
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2.9 Connectors

J6 is the 20-pin connector that leads several signal lines, a 3.3 V power source, and GND to the FACECV board. 12C1, UARTO,
UARTS, SPI2, and GPIOs are also included. The 12C1 interface and SPI2 interface are an alternative to the SWM1000SR150

UWB module on the FACECV board. UARTO interface is connected to QN9090 MCU and the UARTS5 interface is connected to
the SLN-VIZN3D-IOT kit.

J6

V30 “3 o i I||-GND
[5] PIO0_24/SR150 PWR_EN << 5 015 ¢SS PIO1_23/SR150_ SCK_FC2  [5]
[5] PIO0_28/SR150_CHIP_EN <<, > o} P10 _24/SR150_MOSI_FC2  [5]
[5] PIO1_22/SR150_SYNC <5 5 O35 CPION_25/SR150_MISO_FC2  [5]
(57.10] PIOO_IATOUCH_SCL_FC1 <4< ] O35 <>> PIOT_26/SR150_SSELO_FC2  [5]
[5.7,10] PIOD_13/TOUCH_SDA_FC1 < CE Q9090 INT 3 (e 14 <O PI00723{SR15078ENSOR7INT [5]
TB_Q9090_ WARE 15 g 16 CB QU000 RXO <P PIOT_IS/SEOSIW_EN  [9]
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[5] PIO0_S8/FACEID_RXD_FC5 <. o} ODPIOT_29/WAKE  [5]
FTS-110-01-F-DV-P-TR
Figure 11. The J6 connector on the main board
Table 8. The J6 connector pin allocation in the main board
J6 LPC55S69 . J6 LPC55S69 .
. . Schematic net name . . Schematic net name
connector peripheral (pin) connector | peripheral (pin)
1 - 3Vv3 2 - GND
3 P100_24 P100_24/SR150_PWR_EN 4 P101_23 P101_23/SR150_SCK_FC2
5 PI00_28/ P100_28/SR150_CHIP_EN 6 P101_24 P101_24/SR150_MOSI_FC2
WAKEUP - - - - - - -
7 P101_22 P101_22/SR150_SYNC 8 P101_25 P101_25/SR150_MISO_FC2
P100_14/
9 P100_14 TOUCH_SCL_FC1 10 P1O1_26 P101_26/SR150_SSELQ_FC2
Table continues on the next page...
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Table 8. The J6 connector pin allocation in the main board (continued)

Main board

J6 LPC55S69 . J6 LPC55S69 .
. . Schematic net name . . Schematic net name
connector peripheral (pin) connector | peripheral (pin)

PIO0_13/ PIO0_23/

i PIO0_13 TOUCH_SDA_FC1 12 PI00_23 SR150_SENSOR_INT

13 PIO1_5 CB_Q9090_INT 14 PIO1_15 PIO1_15/SE051W_EN

15 PIO0_31/ADCO0_3 CB_Q9090_WAKE 16 PIO0_29 CB_Q9090_RXD

17 PIO0_9/ACMPOQ_B | PIO0_9/FACEID_TXD_FC5 18 PIO0_30 CB_Q9090_TXD
P100_8/

19 PIO0_8 FACEID_RXD_FC5 20 PIO1_29 PIO1_29/WAKE

J5 is a 10-pin connector for the PINPAD board. One I12C interface and two GPIOs of the LPC55S69 are connected to the KL16
MCU on the PINPAD board. The two NFC signals are connected to the antenna on the PINPAD board.

J5

Figure 12. The J5 connector on the main board
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Table 9. The J5 connector pin allocation in the main board

J5 LPC55S69 . J5 LPC55S69 .
. . Schematic net name . . Schematic net name

connector peripheral (pin) connector | peripheral (pin)

1 NC NC 2 PIO1_27 PIO1_27/TOUCH_INT

3 - NFC_ANT1 4 PIO1_28 PIO1_28/TOUCH_RST

5 - NFC_ANT2 6 PIO0_14 PIO0_14/TOUCH_SCL_FC1

7 NC NC 8 PIO0_13 PIO0_13/TOUCH_SDA_FC1

9 - GND 10 - 3Vv3

J6 is the 20-pin connector that is connected to the wireless board, it receives a 6 V power supply from the wireless board to power
the entire main board. Two PWM signals, two UART interfaces, and several GPIOs are connected to the wireless board to control

the motor and communicate with the QN9090 module and K32W061 module.
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Main board
W GND V30
¥ R53
100K
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_ TOR_102 ég g T 5 8§P|0|721.:K32W7R><Df04 [5]
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WB_Q9090_TXD 17 g 8 6Y_Wireless_Board
19520 1 T

3 FTS-110-01-F-DV-P-TR

R52 GND

Figure 13. The J4 connector on the main board

Table 10. The J4 connector pin allocation in the main board

J4 LPC55S69 . J4 LPC55S69 .
. . Schematic net name . . Schematic net name
connector peripheral (pin) connector peripheral (pin)
P100_7/
1 P1O0_7 MOTOR_INPUTA 2 - MCU_RESET
PIOO0_1/
3 PI1O0_1 MOTOR_INPUT2 4 PIO1_30 PIO1_30/K32W_INT
5 PIO0_0 PIO0_O/MOTOR_IO1 6 PIO1_19 PIO1_19/K32W_WAKE
PIO1_21/
7 PIO0_10 PIO0_10/MOTOR_IO2 8 PIO1_21 K32W _RXD_FC4
PIO1_4/ PIO1_20/
9 PIO1_4 MOTOR_SLEEP 10 PIO1_20 K32W_TXD_FC4
PIO0_18/
11 PIO1_5 WB_Q9090_INT 12 PIO0_18 K32W_CTS_FC4
PIO0_19/
13 PIO0_31 WB_Q9090_WAKE 14 PIO0_19 K32W _RTS._FC4
15 PIO0_29 WB_Q9090_RXD 16 GND GND
17 PIO0_30 WB_Q9090_TXD 18 - 6V
19 GND GND 20 - 6V

J3 is the 8-pin connector for the fingerprint module, it supplies a 3.3 V power source to the fingerprint module and set up
communication through the SPI3 interface.
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Main board

J3

. FPINT 1
5] PIOT_17/SP_INT <<, = 0
[5] F'IOD_?-"H’_SSEQ_FCS_ o> EE—E?K % 0
[5.6] PIOO_B/NFC_FP_SCK_FC3 <> FP GND 4 3
L [56] PIOO_2INFC_FP_MISO_FC3 <> E,P,—mgg g 0
GND [5,6] PIOD_3INFC_FP_MOSI_FC3 <> FFVOD 7 ©
i e— T L
C56 cs7 ©
I 0.1uF I 10uF CON_ 18
oD 3v3 WD
2 RS
100K
[5] PIOD_25/FP_RST <3 * FERST
Figure 14. The J3 connector on the main board
Table 11. The J3 connector pin allocation in the main board
J3 LPC55S69 . J3 LPC55S69 .
. . Schematic net name . . Schematic net name
connector | peripheral (pin) connector | peripheral (pin)
1 PIO1_17 PIO1_17/SP_INT 2 P1O0_7 PIO0_7/FP_SSEL1_FC3
3 PIO0_6 PIO0_6/NFC_FP_SCK_FC3 4 - GND
PIO0_2/ PI1O0_3/
5 PIG0_2 NFC_FP_MISO_FC3 6 PI00_3 NFC_FP_MOSI_FC3
7 - 3Vv3 8 PIO0_25 PIO0_25/FP_RST
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Chapter 3
Wireless board

This chapter provides detailed information about the electrical design and practical considerations of the wireless board. The
wireless board supports Matter control. IEEE 802.15.4 mesh network protocols, Zigbee, and Thread as well as Bluetooth Low
Energy 5.0. The pictures of the wireless board are shown below.

USB Type-C
QN8090 module

GD25Q32CsSIG
K32W061 module

E
I

S Main board connector

Battery connector

SE051C2HQ1
DRV8837DSGT

Motor connecto

Motor output

Figure 15. The wireless board callout

3.1 Wireless connectivity

3.1.1 OM15069 K32W module (default)

The K32WO061 is ultra-low power, high-performance Arm® Cortex®-M4-based wireless microcontrollers supporting Zigbee 3.0,
Thread, and Bluetooth Low Energy 5.0 networking stacks to facilitate smart access/lock applications.

The K32WO061 includes a 2.4 GHz Bluetooth Low Energy 5 (supporting eight simultaneous connections) compliant transceiver,
a 2.4 GHz IEEE 802.15.4 compliant transceiver, and a comprehensive mix of analog and digital peripherals.

Ultra-low current consumption in both radio receive and transmit modes and also in the power-down modes allow the use of coin
cell batteries.

The K32W061 has 640 kB embedded Flash, 152 kB RAM, and 128 kB ROM memory. The embedded flash can support Over
The Air (OTA) code download to applications. The devices also include a 10-channel PWM, two timers, one RTC/alarm timer, a
Windowed Watchdog Timer (WWDT), two USARTSs, two SPI interfaces, two 12C interfaces, a DMIC subsystem consisting of a
dual-channel PDM microphone interface with voice activity detector, one 12-bit ADC, temperature sensor, and a comparator.

The schematic of the OM15069-K32W module is shown below.
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Wireless board
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[E] K32W_EN éé e | Pio_1am0co
RT117F 3va 8] K32WINT PIO_15/ADC1
- 48 K32W_RSTN 2
- 2 UART TXD_ISP

1o

3T UART RXD_SF

RSN KI2W ISP ENTRY
€30 Bl -
o.|gr L HDR_2X3 F28 , DNRACK ~prii7e_ava cg

RSTN

2| |na_BvPASS

c5 2
Siue %—= ANT_SEL
DNP

e 35

DN = ONITE068-K3ZW _| || oNP
RTI1TF_3v3 RT117F_3v3

Figure 16. OM15069-K32W module

I —

A pushbutton is connected to the RSTIN pin (reset input) of the OM15069-K32W module.

VCC_3V3
O
® R15
% 100K SW1
R18
1 =3 >
[4,5.8] RSTIN <& NN o)
100
2= cCi5 TL1015AF160QG
0.01uF
GND GND

Figure 17. The reset button of OM15069-K32W module

3.1.2 OM15069-2 module (option)

The wireless board integrates an NXP OM15069-2 module, which is an independent system board with a QN9090 SoC. The
QN9090 SoC integrates a radio transceiver operating in the 2.4 GHz ISM band supporting BLE Radio, an Arm Cortex-M4
processor, up to 640 kB flash, 152 kB SRAM, and 128 kB ROM. The module also integrates BLE Link layer processing hardware

and peripherals optimized to meet the requirements of the target applications.
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Wireless board

0 ohm resistor used to
configure the module in
HFl connector M10 or M13 variant

32 MHz XTAL

o229 ,20%8 IF Printed antenna

——

T

RFIO &
Matching Network

32 kHz XTAL

DCDC external components

Figure 18. OM15069-2 module

The OM15069-2 module is built on a standard 4-layer printed circuit board (PCB) with the individual layers organized as
shown below.

Base Finish Mask
Layer Stack up Description | Thickness | Thick Thickness Er ID Type Notes-1
I Soldermask 0.020 4.100 SolderMask 10
1 T AR A [ Foil 0.012 0.035 1 Foil 0
_: | vT47-2116  0.120 0.120 4.150 PREPREG
g | vT47-2116  0.120 0.120 4.150 PREPREG
2 0 | 0018 0.018
2 7 | vT47 0.991 0.991 4.400 Core
3 2 ¥ 0.018 0.018
@ : | vraz2116 0120 0.120 4.150 PREPREG
- | vTa7-2116  0.120 0.120 4.150 PREPREG
4 N W W [ Foil 0.012 0.035 Foil 0
I soldermask 0.020 4.100 SolderMask 10

Figure 19. OM15069-2 stack-up information

The OM15069-2 module is soldered on the wireless board and transmits data to the LPC55S69 on the main board through the
UART interface. The module routes two GPIOs: one for generating an interrupt to LPC55S6, the other for receiving the wake-up
signal from the LPC55S69. The SWD interface is also routed to a 10-pin standard header for reprogramming and Firmware
debugging. The schematic for the OM15069-2 module is shown below.
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Wireless board
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Figure 20. Bluetooth OM15069-2 module

Table 12. OM15069-2 module pin allocation in the wireless board

OM15069-2 module LPC55S69 Peripheral (Pin) Schematic Net Name

PIO_8/USARTO_TXD P100_30 QN9090_UART_TX

PIO_9/USARTO0_RXD PI00_29 QN9090_UART_RX

PIO_7/PWM7-PD PIO0_31 QN9090_WAKE

PIO_15/ADCA1 PIO1_5 QN9090_INT

3.2 Memories

One 32 Mbit/4 MB serial Quad SPI NOR flash memory GigaDevice GD25Q32C is connected to the K32W061 MCU through its
SPIFl interface in Quad SPI mode. This external memory stores the K32W061 application, which boots after reset, power cycle,
or wake-up.
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Wireless board

Figure 21. GD25Q32C Quad SPI NOR flash
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15]

[5]
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Table 13. GD25Q32C pin allocation in the wireless board

GD25Q32C pin

K32WO061 peripheral (pin)

Schematic net name

Cs

PIO_16/SPIFI_CSN

K32W_SPIFI_CSN

SCLK

PIO_18/SPIFI_CLK

K32W_SPIFI_CLK

SI_I00

PIO_19/SPIFI_IO0

K32W_SPIFI_IO0

SO_I01

PIO_21_SPIFI_IO1

K32W_SPIFI_IO1

WP_IO2

PIO_20/SPIFI_IO02

K32W_SPIFI_I102

HOLD_IO3

PIO_17/SPIFI_IO3

K32W_SPIFI_IO3

3.3 Security

The wireless board embeds an NXP SE051H security element, which supports applet updates in the field and delivers proven
security certified to CC EAL 6+, with AVA_VAN.5 up to the OS level. It is connected to the K32W061 MCU through 12C interface,
as well as a GPIO for Enable/Disable. It provides security protection for K32W061.

VCC_3v3

[5] K32W_I12C_SDA <)

® R ®

47K

us

R25
47K

[5] K32W_I2C_SCL >

[5] K32W_EN >

ENA

SE051CZHQI/Z0TXD

Figure 22. SE051H security element on the wireless board
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.|H_H-
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Wireless board

Table 14. SE051H pin allocation in Smart Access platform

SE051H pin K32W061 peripheral (pin) Schematic net name
12C_SDA PIO_11/12C0_SDA K32W_I2C_SDA
I2C_SCL P1O_10/12C0_SCL K32W_I2C_SCL

ENA PIO_14/ADCO K32W_EN

3.4 Motor driver

A 1.8 A low voltage brushed DC motor driver DRV8837DSGT (PWM Ctrl) is embedded on the wireless board. Its output driver
block consists of N-channel power MOSFETSs configured as an H-bridge to drive the motor winding to control the door lock.
Two input pins are connected to LPC55S69 which can provide PWM signals through the J3 connector. Two output pins are

connected to a DC motor through the J4 connector. An additional GPIO from LPC55S69 is used to control sleep mode of motor
driver DRV8837DSGT.

Motor

el I

c12 ciz !
I e e v Lt 330 0HM
= = & {vee ouTt = 1 \_‘;;” 2 Motor_OUT1 [8]
. - - ]
18] Motor_input1 33 Nt N 2
out2 SAae Motor_OUT2 8]
18] Motor_input? 5 [ B >

N g
E 12 330 0HM

g
8] Motor_Sieep 33 1y SEFP b

RiD B <l
0K i 10K ? R12 DRVEIITDSGT
10K

Figure 23. Brushed DC motor driver DRV8837DSGT on the wireless board

Table 15. DRV8837DSGT pin allocation in the wireless board

DRV8837DSGT pin J3 connector (pin) J4 connector (pin) Schematic net name
IN1 Pin 1 - Motor_Input1
IN2 Pin 3 - Motor_Input2
OuT1 - Pin 1 Motor_OUT1
ouT2 - Pin 2 Motor_OUT2
SLEEP Pin 9 - Motor_Sleep

3.5 Power circuitry
The wireless board can be powered from two distinct sources:
* The USB type-C

» The battery connector

The Wireless board can be powered through a J6 USB type-C connector. J7 can be connected to a battery box that can hold 4x1.5
V batteries. Whatever power supply input is selected, it is connected to a voltage regulator LR6232B33M to provide the 3.3 V.
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Figure 24. Power circuitry on the wireless board
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3.6 Connectors

J3 is the 20-pin connector which leads several signal lines, 6 V power source, and GND to the main board. OM15069 K32W
module and OM15069-2 module are connected and controlled by LPC55S69 through J3 connector.

[6] MOTOR_INPUT1
[6] MOTOR_INPUT2

[6] Motor_Sleep

[4] QNST90_INT

[4] QN9090_WAKE -
[4] QN9090_UART_TX
[4] QN9090_UART RX <&

§

Hool2 > RSTIN [455]
001 ¢ KIZW_INT [5]
00 2 koW wake g
505 2 K3WUART_TX [5]
tool 2 3% Kazw_UART RX (5]
oo 2 7 K3ZWUARTRTS ' [5]
006 55 KaW UART CTS (5] L veoev
7199 e
19199 20 1 2 1

FTS-110-01-F-DV-P-TR

GND

Figure 25. J3 connector on the wireless board

C15 ‘L‘
0.1UF

330 OHM

GND

Table 16. The J3 connector pin allocation in the wireless board

I3 Pins of components Schematic net name J3 Pins of components Schematic net name
connector connector
OM15069-
1 DRV8837DSGT-IN1 MOTOR_INPUT1 2 K32W RSTN RSTIN
OM15069-
3 DRV8837DSGT-IN2 MOTOR_INPUT2 4 K32W- K32W_INT K32W_INT
. OM15069-
5 J5-Pin 2 MOTOR_IO1 6 K32W- K32W_WAKE K32W_WAKE
Table continues on the next page...
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Table 16. The J3 connector pin allocation in the wireless board (continued)

Wireless board

I3 Pins of components Schematic net name 3 Pins of components Schematic net name
connector connector
. OM15069-K32W-
7 J5-Pin 3 MOTOR_IO2 8 PIO._8/USARTO_TXD K32W_UART_TX
DRV8837DSGT- OM15069-K32W-
9 SLEEP Motor_Sleep 10 PIO_9/USARTO_RXD K32W_UART_RX
OM15069-2- OM15069-K32W-
11 PIO_15/ADC1 QN9090_INT 12 PIO. 6/PWM6-PD K32W_UART_RTS
OM15069-2- OM15069-K32W-
13 PIO. 7/PWM7-PD QN9090_WAKE 14 PIO. 7/PWM7-PD K32W_UART_CTS
OM15069-2-
15 PIO_8/USARTO_TXD QN9090_UART_TX 16 GND GND
OM15069-2- PIO_9/
17 USARTO_RXD QN9090_UART_RX 18 VCC_6V VCC_6V
19 GND GND 20 VCC_6V VCC_6V
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Chapter 4
PINPAD board

This chapter provides detailed information about the electrical design and practical considerations of the PINPAD board. The
PINPAD board has 13 touch pads and an NFC antenna. ltis used for pin pad and NFC access control. The PINPAD board pictures
are shown below.

N mmn

TR21460118

Touch pads x 13 e— 5 .
& 7005303REVXT |

SWD connector

J2 connector

Figure 26. The PINPAD board callout

4.1 MKL16Z64VFT4 microcontroller

MKL16Z64VFT4 is an ultra-low-power 32-bit microcontroller, it provides a low-power hardware touch sensor interface to control
13 touch pads and communicates with LPC55S69 MCU through an 12C interface. The schematic of the MKL16Z64VFT4
microcontroller is shown below.
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PINPAD board
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Figure 27. The schematic of MKL16Z64VFT4 microcontroller
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4.2 Touch pads

13 touch pads are integrated on the PINPAD board. Each of them consists of a copper block and connects to a low-power
hardware touch sensor interface of MKL16Z64VFT4. One of the touch pads is used for special controls such as the wake-up of

the system.
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Figure 28. The schematic of touch pads

Table 17. Touch pads pin allocation in Smart Access platform

Touch pads pin

MKL16Z64VFT4
peripheral (pin)

Schematic

Touch pads Pin
net name

MKL16Z64VFT4
peripheral (pin)

Schematic
net name

E1

PTB16

TSIO_CH9 E2

PTB17

TSI0O_CH10

E3

PTCO

TSIO_CH13 E4

Table continues on the next page...

PTB3
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Table 17. Touch pads pin allocation in Smart Access platform (continued)

PINPAD board

. MKL16Z64VFT4 Schematic . MKL16Z64VFT4 Schematic
Touch pads pin . . Touch pads Pin . .
peripheral (pin) net name peripheral (pin) net name

E5 PTC2 TSIO_CH15 E6 PTC1 TSIO_CH14
E7 PTB2 TSIO_CH7 E8 PTBO TSIO_CHO
E9 PTA1 TSI0_CH2 E10 PTB1 TSIO_CH6
E11 PTA4 TSI0_CH5 E12 PTA3 TSIO_CH4
E13 PTA2 TSIO_CH3 - - -

4.3 NFC antenna

The NFC antenna is integrated into the PINPAD board for short-distance transmission. It is connected to the NFC reader
MFRC630 on the main board through the J2 connector.

MFC PORT1

NFC PORT2

Figure 29. The schematic of NFC antenna

Table 18. NFC antenna pin allocation in Smart Access platform

NFC antenna pin J2 connector (pin) Schematic net name
1 PIN-3 NFC_PORT1
2 PIN-5 NFC_PORT2

4.4 Connectors

There are two connectors on the PINPAD board. J1 is used for debugging while J2 connects to the main board. The schematic
of the J1 connector is shown below, J1 connector is connected to the SWD interface of MKL16Z64VFT4.
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PINPAD board

KL16_3V3

K16_SWDDIO

KL16_3V3
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Figure 31. J2 connector on the PINPAD board

GND
Figure 30. J1 connector on the PINPAD board
Table 19. J1 connector pin allocation in the PINPAD board
. MKL16Z64VFT4 Schematic . MKL16Z64VFT4 Schematic
J1 connector pin . . J1 connector pin . .
peripheral (pin) net name peripheral (pin) net name
1 KL16_3V3 KL16_3V3 2 PTA3 K16_SWDDIO
3 GND GND 4 PTAO K16_SWDCLK
5 GND GND 6 - -
7 - - 8 - -
9 GND GND 10 PTA20 K16_RESET_B
The J2 connector is connected to the main board, including 12C signal, NFC antenna, and so on.
KL16_3V3
R9 ¢ <€ R10
47K 47K
J2
2
NFC_PORT1 %_ 3 CQRINT 3]
5 3 {>>K16_RESET_B [3] KL16 3V3
= = g <Oy12C_SCL [3]
5 0 {O>I12C_SDA [3]

1

= HDR 2X5

GND
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Table 20. J2 connector pin allocation in the PINPAD board

PINPAD board

T ssEeEr MKIT16264VF.T4 Schematic Bl MKIT16264VF.T4 Schematic
peripheral (pin) net name peripheral (pin) net name

1 - - 2 PTA18 INT

3 NFC_PORT1 NFC_PORT1 4 PTA20 K16_RESET_B

5 NFC_PORT2 NFC_PORT2 6 PTE24 I2C_SCL

7 - - 8 PTE25 [2C_SDA

9 GND GND 10 KL16_3V3 KL16_3V3
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Chapter 5
FaceCV board

The FaceCV board is a conversion board for the SLN-VIZN3D-IOT kit. It does not only connect the main board and SLN-VIZN3D-
IOT kit but also provides wireless control options, including Matter control and UWB control. An OM15069-K32W module, a
QN9090 MCU, and an SWM1000SR150 module are embedded on this board. The pictures of the VIZN3D conversion board are
shown below.

Antenna board

NTS0102GD
SWM1000SR150 |
module |
H . OM15069-K32W NTB0104GU12
QN9090 MCU ] module
- SE051H LR6232B18M
) Reset key
MxZaRAS 3k MX25R1635F

e s s mmma

Connectors for
VIZN3D board

Connector for
main board

SEO0S1W

Figure 32. The VIZN3D conversion board callout

5.1 Wireless connectivity

5.1.1 SWM1000SR150 module

Based on the NXP chip, the SWM1000SR150 UWB module integrates the clock circuit, RF circuit, power management, and so
on, which conforms to the IEEE 802.15.4z HRP UWB standard. PHY and MAC conform to the FiRa Consortium specification.

SWM1000SR150 module can be used for single-side two ways ranging (TWR) or double-side two-ways ranging using an External
Antennas (designed by Sunway). It can also be used for the 2D/3D real-time location system (RTLS).

Smart Access Solution Hardware Developer Guide , Rev. 1.0, 07 April 2022
User Guide 30/44




NXP Semiconductors

Table 21. Key features of SWM1000SR150 module

FaceCV board

NXP
‘ 511 ‘[ l"

Name SWM1000SR150
Antenna type JSC
Size 13 mm * 18 mm * 2.2 mm
Communication interface SPI
Main chip SR150
channel 5and 9

Frequency range

6.24 GHz~8.24 GHz

Supply voltage

2.2V ~5.5 V(with DC-DC)
1.71 V ~ 1.98 V(without DC-DC)

Max output power

11.5dBm

Ranging mode

1D/2D/3D Ranging

The SWM1000SR150 module can be connected to LPC55S69 MCU on the main board through the J4 connector or be
connected to QN9090 MCU on the FACECYV board. Due to the difference in supply voltage between LPC55S69/QN9090 MCU
and SWM1000SR150 module, three dual supply-translating transceivers with auto direction sensing are used, including two
NTB0104GU12 transceivers and an NTS0102GD transceiver.
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FaceCV board
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Figure 33. The schematic of SWM1000SR150 module on the FACECV board

Table 22. The SWM1000SR150 module pin allocation in the FACECV board

J4 connector

QNS090 MCU

SWM1000SR150 (pin)

Schematic net name

LPC55_SR150_SYNC

QN9090_SR_SYNC

SYNC

SR150_SYNC

LPC55_SR150_PWR_EN

QN9090_SR_PWREN

POWER_EN

SR150_PWR_EN

LPC55_SR150_CHIP_EN

QN9090_SR_CHIPEN

CHIP_ENABLE

SR150_CHIP_ENABLE

LPC55_SR150_SENSOR_INT

QN9090_SR_SSRINT

SENSOR_INT

SR150_SENSOR_INT

LPC55_SPI_MISO

QN9090_SR_MISO

SPI_MISO

SR150_SPI_MISO

LPC55_SPI_SCK

QN9090_SR_SCK

SPI_SCK

SR150_SPI_SCK

LPC55_SPI_CS

QN9090_SR_CS

SPI_CS

SR150_SPI_CS

LPC55_SPI_MOSI

QN9090_SR_MOSI

SPI_MOSI

SR150_SPI_MOSI

QN9090_I2C_SCL

EE_I12C_SCL

QN9090_I2C_SCL

QN9090_I2C_SDA

EE_I2C_SDA

QN9090_I2C_SDA

5.1.2 OM15069 K32W module

The K32WO061 is ultra-low power, high-performance Arm® Cortex®-M4-based wireless microcontrollers supporting Zigbee 3.0,
Thread, and Bluetooth Low Energy 5.0 networking stacks to facilitate smart access/lock applications.
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FaceCV board

The K32W061 includes a 2.4 GHz Bluetooth Low Energy 5 (supporting eight simultaneous connections) compliant transceiver,
a 2.4 GHz IEEE 802.15.4 compliant transceiver, and a comprehensive mix of analog and digital peripherals.

Ultra-low current consumption in both radio receive and transmit modes and also in the power-down modes allow the use of coin
cell batteries.

The K32W061 has 640 kB embedded Flash, 152 kB RAM, and 128 kB ROM memory. The embedded flash can support Over
The Air (OTA) code download to applications. The devices also include a 10-channel PWM, two timers, one RTC/alarm timer, a
Windowed Watchdog Timer (WWDT), two USARTSs, two SPI interfaces, two 12C interfaces, a DMIC subsystem consisting of a
dual-channel PDM microphone interface with voice activity detector, one 12-bit ADC, temperature sensor and a comparator.

It is connected to the VIZN3D kit through a UART interface. The schematic of the OM15069-K32W module is shown below.
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Figure 34. The schematic of OM15069 K32W module on the FACECV board

Table 23. The OM15069 K32W module pin allocation in the FACECV board

OM15069 K32W module J2 andJ3 connector (pin) Schematic net name
PIO_8/USARTO_TXD J2-Pin 3 RT117F_UART9_RX
PIO_9/USARTO_RXD J2-Pin 4 RT117F_UART9_TX

PIO_15/ADC1 J2-Pin 1 K32W_INT
RSTN J2-Pin 2 K32W_RESET_B
PIO_4/PWM4-PU J3-Pin 1 K32W_WAKE
PIO_6/PWM6-PD J2-Pin 6 RT117F_UART9_CTS_B
PIO_7/PWM7-PD J2-Pin 5 RT117F_UART9_RTS_B
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5.1.3 QN9090 MCU

FaceCV board

The QN9090 SoC integrates a radio transceiver operating in the 2.4 GHz ISM band supporting BLE Radio, an Arm Cortex-M4
processor, up to 640 kB flash, 152 kB SRAM, and 128 kB ROM. It can control the SWM1000SR150 UWB module, an external

flash MX25R1635F, and a security element SE051W. It can be woken up by LPC55S69 and send an interrupt signal.
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Figure 35. The schematic of QN9090 MCU on the FACECYV board

Table 24. The QN9090 pin allocation in the FACECV board

J4 connector pin

QN9090 (pin)

Schematic net name

Pin 13

GPIO4

QN9090_INT

Pin 15

GPIO7

QN9090_WAKE

5.2 Memories

5.2.1 GD25Q32CSIG flash

One 32 Mbit/4 MB serial Quad SPI NOR flash memory GigaDevice GD25Q32CSIG is connected to the K32W061 MCU through its
SPIFl interface in Quad SPI mode. This external memory stores the K32W061 application, which boots after reset, power cycle,

or wake-up.
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FaceCV board

[4] K3ZW_SFIFI_CSN ]

[4] K32W_SFIFI_CLK )}—5

RT117F_3V3 RT117F 23
RIE R10 R20
100K 100K 100K
“ DNP =) e DNP DNP
1 § SI_100 [4]
cs S0 101 [4
WP 102 2 [4]

DNF | GD25Q32CSIG

GND

Figure 36. GD25Q32CSIG SPI NOR flash on the FACECV board

gl

Table 25. GD25Q32CSIG pin allocation on the FACECV board

GD25Q32CSIG pin OM15069-K32W module Schematic net name
CS PIO_16/SPIFI_CSN K32W_SPIFI_CSN
SCLK PIO_18/SPIFI_CLK K32W_SPIFI_CLK
SI_IO0 PIO_19/SPIFI_IO0 K32W_SPIFI_IO0
SO_IO1 P10_21_SPIFI_IO1 K32W_SPIFI_IO1
WP_IO2 PIO_20/SPIFI_IO02 K32W_SPIFI_I02
HOLD_IO3 PIO_17/SPIFI_IO3 K32W_SPIFI_IO3

5.2.2 MX25R1635F flash

One 16 Mbit/2 MB ultra-low-power flash memory MX25R1635F is connected to the QN9090 MCU through its SPI interface. This
external memory stores the QN9090 application, which boots after reset, power cycle, or wake-up.
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Figure 37. MX25R1635F SPI NOR flash on the FACECV board
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Table 26. MX25R1635F pin allocation on the FACECV board

FaceCV board

MX25R1635F pin QN9090 MCU Schematic net name
CSs GPIO16 SPI_CS_FLASH
SCLK GPIO18 SPI_CLK_FLASH
S1/SI00 GPIO19 SPI_MOSI_FLASH
SO/SIO1 GPI0O21 SPI_MISO_FLASH
WP/SI102 - LPC55S69_3V3
RESET/SIO3 - LPC55S69_3V3
5.3 Security

5.3.1 NXP SE051W

The FACECYV board embeds an NXP SE051W security element, which supports applet updates in the field and delivers proven
security certified to CC EAL 6+, with AVA_VAN.5 up to the OS level. It is connected to the LPC55S69 MCU located on the main
board through the J4 connector or can be connected to the QN9090 MCU on the FACECV board.
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Figure 38. SE051W security element on the FACECV board

EMNA

Table 27. SE051W pin allocation on the FACECV board

SEO051W pin J4 connector QN9090 MCU Schematic net name
12C_SDA LPC55_I12C_SDA QN9090_I2C_SDA SE051_12C_SDA
12C_SCL LPC55_I2C_SCL QN9090_I2C_SCL SE051_12C_SCL

ENA LPC55_SEO051_EN QN9090_SEO051_EN SE051_EN
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5.3.2 NXP SE051H

FaceCV board

The FACECV board embeds an NXP SE051H security element. It is connected to the OM15069-K32W module through 12C

interface and one ENABLE/DISABLE GPIO.

Figure 39. SE051H security element on the FACECV board
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Table 28. SE051H pin allocation on the FACECV board

SE051H pin OM15069-K32W module Schematic net name
I2C_SDA PIO_11/12C0_SDA K32W_I2C_SDA
I2C_SCL P1O_10/12C0_SCL K32W_I2C_SCL

ENA PIO_14/ADCO K32W_EN

5.4 Connectors

J2 and J3 are 8-pin connectors connected to the SLN-VIZN3D-IOT kit. J4 is a 20-pin connector connected to the main board. The
OM15069 K32W module is connected to the SLN-VIZN3D-IOT kit through J2 and J3 connectors. The main board is connected to
the SLN-VIZN3D-IOT kit through J3 and J4 connectors. The signals of SWM1000SR150 are connected to the main board through

the J4 connector.
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FaceCV board

INTERFACE TO SLN-VIZN3D-I0T BOARD (B2B)
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Figure 40. SE051H security element on the FACECV board
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Chapter 6
Document Details

6.1 References

Below are listed the additional documents and resources that you can refer to for more information on the SLN-SMART-ACCESS
kit. Some of the documents listed below may be available only under a non-disclosure agreement (NDA). To request access to
these documents, contact your local NXP field applications engineer (FAE) or sales representative.

* SLN-SMART-ACCESS Home Page
* SLN-SMART-ACCESS User Guide
* SLN-SMART-ACCESS Software Guide

6.2 Acronyms, abbreviations, and definitions

Table 29. Acronyms and abbreviations

Term Description

ADC Analog-to-digital converter
DAC Digital-to-analog converter
CAN Controller Area Network

CSi Camera Serial Interface
eMMC Embedded Multimedia Card
GPIO General Purpose In/Out
JTAG Joint Test Access Group (IEEE® Std. 1149.1™)
LDO Low Dropout Regulator
LED Light Emitting Diode

MMC Multi Media Card

MSD Mass Storage Device

PLL Phase-Locked Loop

QSPI Quad Serial Peripheral Interface
ROM Read-Only Memory

RTC Real-time Clock

SD Secure Digital Card

Table continues on the next page...
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Table 29. Acronyms and abbreviations (continued)

Document Details

SDHC Secure Digital High Capacity

SRAM Static Random Access Memory

SDRAM Synchronous Dynamic Random-Access Memory
UART Universal Asynchronous Receiver/Transmitter
usSB Universal Serial Bus
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Chapter 7
Revision history

Table 30. Revision history

Date Revision

Details of Change

07/04/22 1.0

Initial version
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Legal information

Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no

liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed

to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal or
replacement of any products or rework charges) whether or not such damages
are based on tort (including negligence), warranty, breach of contract or any

other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability towards
customer for the products described herein shall be limited in accordance with
the Terms and conditions of commercial sale of NXP Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without limitation
specifications and product descriptions, at any time and without notice. This
document supersedes and replaces all information supplied prior to the

publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical

or safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental damage.
NXP Semiconductors and its suppliers accept no liability for inclusion and/or
use of NXP Semiconductors products in such equipment or applications and

therefore such inclusion and/or use is at the customer’s own risk.

Legal information

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the

specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications and
products planned, as well as for the planned application and use of customer’s
third party customer(s). Customers should provide appropriate design and
operating safeguards to minimize the risks associated with their applications
and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary testing
for the customer’s applications and products using NXP Semiconductors
products in order to avoid a default of the applications and the products or of the
application or use by customer’s third party customer(s). NXP does not accept

any liability in this respect.

Terms and conditions of commercial sale — NXP Semiconductors products
are sold subject to the general terms and conditions of commercial sale,

as published at http://www.nxp.com/profile/terms, unless otherwise agreed
in a valid written individual agreement. In case an individual agreement

is concluded only the terms and conditions of the respective agreement
shall apply. NXP Semiconductors hereby expressly objects to applying the
customer’s general terms and conditions with regard to the purchase of NXP
Semiconductors products by customer.

Export control — This document as well as the item(s) described herein may be
subject to export control regulations. Export might require a prior authorization

from competent authorities.

Smart Access Solution Hardware Developer Guide , Rev. 1.0, 07 April 2022

User Guide

42/44



NXP Semiconductors

Suitability for use in non-automotive qualified products — Unless this

data sheet expressly states that this specific NXP Semiconductors product
is automotive qualified, the product is not suitable for automotive use.

It is neither qualified nor tested in accordance with automotive testing

or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive

equipment or applications.

In the event that customer uses the product for design-in and use in automotive
applications to automotive specifications and standards, customer (a) shall use
the product without NXP Semiconductors’ warranty of the product for such
automotive applications, use and specifications, and (b) whenever customer
uses the product for automotive applications beyond NXP Semiconductors’
specifications such use shall be solely at customer’s own risk, and (c) customer
fully indemnifies NXP Semiconductors for any liability, damages or failed
product claims resulting from customer design and use of the product for
automotive applications beyond NXP Semiconductors’ standard warranty and
NXP Semiconductors’ product specifications.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and

English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.

Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the

ultimate design decisions regarding its products and is solely responsible

for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.

Legal information

AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE, Cordio,
CoreLink, CoreSight, Cortex, DesignStart, DynamiQ, Jazelle, Keil, Mali,
Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore, Socrates, Thumb,
TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-PLUS, ULINKpro, uVision,
Versatile — are trademarks or registered trademarks of Arm Limited (or its
subsidiaries) in the US and/or elsewhere. The related technology may be
protected by any or all of patents, copyrights, designs and trade secrets. All

rights reserved.
Airfast — is a trademark of NXP B.V.

Bluetooth — the Bluetooth wordmark and logos are registered trademarks
owned by Bluetooth SIG, Inc. and any use of such marks by NXP

Semiconductors is under license.

Cadence — the Cadence logo, and the other Cadence marks found at
www.cadence.com/go/trademarks are trademarks or registered trademarks of
Cadence Design Systems, Inc. All rights reserved worldwide.

CodeWarrior — is a trademark of NXP B.V.
ColdFire — is a trademark of NXP B.V.
ColdFire+ — is a trademark of NXP B.V.
EdgelLock — is a trademark of NXP B.V.
EdgeScale — is a trademark of NXP B.V.
EdgeVerse — is a trademark of NXP B.V.

elQ — is a trademark of NXP B.V.

FeliCa — is a trademark of Sony Corporation.
Freescale — is a trademark of NXP B.V.
HITAG — is a trademark of NXP B.V.

ICODE and I-CODE — are trademarks of NXP B.V.
Immersiv3D — is a trademark of NXP B.V.
12C-bus — logo is a trademark of NXP B.V.
Kinetis — is a trademark of NXP B.V.
Layerscape — is a trademark of NXP B.V.
Mantis — is a trademark of NXP B.V.

MIFARE — is a trademark of NXP B.V.
MOBILEGT — is a trademark of NXP B.V.
NTAG — is a trademark of NXP B.V.
Processor Expert — is a trademark of NXP B.V.
QorlQ — is a trademark of NXP B.V.
SafeAssure — is a trademark of NXP B.V.
SafeAssure — logo is a trademark of NXP B.V.
StarCore — is a trademark of NXP B.V.

Synopsys — Portions Copyright © 2021 Synopsys, Inc. Used with permission.

All rights reserved.
Tower — is a trademark of NXP B.V.
UCODE — is a trademark of NXP B.V.

VortiQa — is a trademark of NXP B.V.
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Please be aware that important notices concerning this document and the product(s) described

herein, have been included in section 'Legal information'.

© NXP B.V. 2022. All rights reserved.

For more information, please visit: http://www.nxp.com
For sales office addresses, please send an email to: salesaddresses@nxp.com
Date of release: 07 April 2022
Document identifier: SLNSMARTACCESSHDG
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